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Introduction
Profiling  is  not  a  new  phenomenon  but  its  character  has  been  changing  in  the  last  
decades. Many (if not most) of concerns that become evident these days have been antici-
pated since the invention of the computer, but recent technical developments have built  
the technical ground for the realization of automatic profiling.

On the one hand profiling technologies imply a huge potential of making life easier: the 
idea of Ambient Assisted Living envisions a world of things which can retrieve information 
and communicate to each other in order to provide a kind of self-configuring environment.  
Smart Meters promise to handle global challenges through optimization of resource usage 
and allocation. On the other hand the growing availability and quality of data implies unin -
tended consequences such as changes in the self-determination of individuals, if decisions 
are increasingly based on data calculations, and changes in the traceability of individual 
behaviour. As the current discussions about PRISM1 called show, data stored for individual 
benefit  can be used in unintended ways and open up human behaviour to unforeseen 
scrutiny – a fact that has been discussed by privacy scholars and privacy advocates for 
many years. But now it turned out this is an actually used practice according to Edward 
Snowden's  leak of confidential NSA information. Accordingly the technical evolution of 
profiling affects social values, the constitution of societies and even fundamental rights. In 
this paper we will focus on the technical characteristics of profiling and the implications of  
socio-technical constellations.

The structure of this paper is as follows. Firstly we will revisit the historic background of the 
cybernetic paradigm to underline that the recent developments in profiling, more specifi-
cally automatic profiling, have been anticipated and discussed decades ago. In the second 
section we will describe the digitalization of data collection and data processing as a tech-
nical precondition for, and main driver of automatic profiling. In the third section we will  
elaborate the changing impact of digital data processing for the analysis and the interpre-
tation of data, which are the basic practices for profiling. We will examine the socio-techni-
cal implications underlying automated profiling technologies and discuss how the interplay 
between humans and machines is modified. Afterwards we will conclude how the changes 
in the socio-technical actor constellations support a changing notion of profiling from de-
scriptive to predictive profiling. In the fifth section we will describe some scientific projects  
and current applications of profiling to illustrate how profiling is implemented in practice 
and to underline its actual relevance.

1. The roots of profiling
Before describing recent developments which enabled or enhanced the possibilities of au-
tomated profiling, it is useful to shortly revisit the historic background of profiling technolo-
gies. For this purpose, three developments in the last century will be revisited: (1) how the 
beginning of computation fostered concerns about machines controlling humans, (2) the 
pervasiveness of  the  cybernetic  paradigm,  promising  to  overcome human deficiencies 

1 PRISM is a United States National Security Agency mass surveillance programme. It is only one of several NSA 
spying programmes, and names the cooperation between the NSA and internet companies, whereby the companies 
allow the NSA access to user data. The revelations about PRISM lead to a general discussion about justification of 
warrantless  state  surveillance.  For  detailed  information  see  https://en.wikipedia.org/wiki/PRISM_
%28surveillance_program%29  and  https://en.wikipedia.org/wiki/2013_mass_surveillance_scandal [both  accessed 
July 2013].
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through technologies, and (3) the turn from retrospective fact analysis to probabilistic fore-
sight in law enforcement.

First, the invention of the computer changed the way of how things are represented, how 
knowledge is transformed to information (Degele, 2000) and the scope of how information 
can be processed. Information storage is key to control resources of power which enable  
control (i.e. to store, retrieve, display) over information. These resources can be used to 
perpetuate social  relations across time-space.  (Giddens, 1984, p.  261) Obviously what 
computers can do best is to store and process information, and promise to provide efficient 
possibilities to cope with complexities. Accordingly the idea of computers as a great re-
source of power fostered concerns about increasing control through information availabil-
ity. Other concerns starting with the very beginning of computer technologies were that a 
growing dominance of computers could change the character of human judgement  (John-
son & Wayland, 2010, p. 23; Kling, 1994; Weizenbaum & McCarthy, 1977).

Second, inspired by the cybernetic paradigm in the postwar period the vision of a society 
unfolded where human deficiencies could be overcome by technology. Yet, this implied not 
merely the adoption of technical artifacts, but a transfer of military principles such as early 
detection, reconnaissance and identification of friend and foes. Remarkably the utopian 
potential of technology grounds on its conceptualization as being neutral. Technological ra-
tionality is conceived as a measure to control and reduce human subjectivity – at the same 
time technical rationality encapsulates its implicit subjective share through an objectifying 
functionalism. This builds the ground for an epistemology of governance through a univer-
sal calculus of political regulation, prediction and control which is objectified and concealed 
in technology. The central concern is to anticipate future developments in order to manage 
the uncertainties of the presence. (Hempel, 2012)

Third, as Gary T. Marx (1990) states, in the 70ies, after political scandals like Abscam and 
Watergate have been revealed, the focus of undercover policing activities shifted to small-
scale crime policing, thus everyday activities became subject to undercover surveillance 
and even methods of intelligence operations started to be more and more applied in every-
day law enforcement  practices.  Thus,  the application of  control  and surveillance tech-
niques and technologies found new fields of application after losing legitimacy through 
scandals. This shift of application is a prime example for function creep, the phenomenon 
that regulations or technologies established for a certain purpose will be used for other 
purposes afterwards, which is termed as “one of the most operational dynamics of contem-
porary surveillance”. (Ericson & Haggerty, 2006) Marx examines various technological sur-
veillance tools and discusses the expansion of their use in everyday contexts. He states 
that the boundary of criminality becomes blurred as well as the boundary between govern-
mental and social control: “Powerful new information-gathering technologies are extending 
ever deeper into the social fabric and to more features of the environment. […] People are 
in a sense turned inside out, and what was previously invisible or meaningless is made 
visible and meaningful.”  (Marx, 1990, p. 206) Some of the basic novel characteristics of 
“new” surveillance technologies stated by Marx are that they overcome physical barriers 
and enable to scrutinize from remote. The character of  surveillance technologies changes 
to anticipation and prevention of behaviour and is conducted without consent of its sub-
jects – often even without noticing. Moreover the subjects of scrutiny become an active 
part in their own surveillance as in everyday life activities they are involved in technolo-
gized processes. This is even more true for new Internet-based applications as pointed out  
below. Finally the generation of suspicion is turned upside-down: “The new forms of con-
trol are helping to create a society where everyone is guilty until  proven innocent.”  (cf. 
Hempel, 2012; Marx, 1990, p. 219)
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We will now describe some  basic technologies underlying profiling, to describe how profil -
ing works and how the evolution of these technologies corresponds to a tendency towards 
automatic profiling.

2. Digitized data generation and processing.
Considering that profiling is an old human practice of distinguishing different sorts of peo-
ple, it is vital to first examine the grounds of data construction and the growing digitization 
of nearly all kinds of information. For that we will distinguish different data sources and de-
scribe the relevance of digitization. Afterwards we will  describe basic aspects of digital  
data management, data bases and data processing, since the process of linking different 
data bases is used to build profiles and thus is essential for understanding profiling  (cf. 
Rocco Bellanova et al., 2011, p. 60). Against the backdrop of the historic concerns about 
increased capabilities of control outlined above and in regard to the Fundamental Rights  
perspective of the PROFILING-project, we will discuss the social implications of the tech-
nologies explained.

2.1. Data sources

We distinguish three data sources – sensors, logs and user content – as three different 
ways of data construction and describe their changed characteristics caused by digitiza-
tion. Most importantly digitization makes the information usable as data for digital process-
ing which will be discussed in the next section.

i. Sensors

Generally speaking sensors are tools to measure physical quantities or chemical charac-
teristics and to convert them to an electronic signal which can be interpreted by an ob-
server or a machine. For example, a variety of sensors is applied on airports where lug-
gage and people are searched for artifacts classified as dangerous. In the vision of ubiqui-
tous computing and smart living, sensors are applied in many contexts from temperature 
control in the flat to car navigation. But also microphones and video cameras can be re-
garded as sensors.

The visualizations of sensors on monitors or the video and audio recordings require a hu-
man person to extract information. Once the signals are converted in digital signals, they 
can be processed digitally and computer programs can be used to analyse the signals and 
to enrich the material with additional information. For instance software can identify situa-
tions where people on a videotape are gathering, or distinguish conversations from argu-
ing. Pictures can be enriched with location data or biometric characteristics of people can 
be extracted to identify persons on different materials. (cf. Marx, 2002)

ii. Logs – technical data traces

While sensor data is generated intentionally by the maintainer of the sensor, log files are 
generated through the mere use of digital infrastructures because logs are used by com-
puter  managed systems to  provide  information  for  system administrators.  This  makes 
huge amounts of data available – originally created for technical purposes – which can be  
used in many ways to analyse communications and online activities of users.
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While, for instance in the realm of telephony this kind of logging data has been produced 
to invoice the telephone connections for long, log data is growing along with the increased 
use of computer mediated activities (since any computer network data is transmitted via a 
telephone connection). Moreover any information received through Internet connections 
and any communication and interaction which is mediated by the Internet is logged on 
computers which process this information. (cf. Leenes & Koops, 2005, p. 332f) More and 
more activities are mediated through computer networks, namely the Internet. For instance 
smart phones are nearly constantly online, continuously submitting and synchronizing vari-
ous data with the “cloud”. Consequently a growing part of daily interactions like mailing, 
banking, shopping and many more are digitally recorded and the data generated can be  
subject to digital processing (see below).

iii. User generated content

Another kind of data is user generated content. This usually includes personal data and in-
formation that document user's personal interests. Communication is more and more me-
diated digitally: Email and Voice over IP replace its analog ancestors telephone and postal  
delivery. New ways of expressing oneself are implemented: Blogs which are sometimes 
similar to publicly visible diaries. Microblogs – most prominently twitter –  enable users to  
post  short  messages  via  SMS,  finally  SMS  are  replaced  by  Instant  Messaging  Pro-
grammes (e.g. Google-Talk and What'sApp).2 Consequently personal communication be-
comes  user  generated  digital  information,  which  are  digitally  stored  on  the  service 
providers' servers and can be retrieved for further processing.3

iv. Implications of digitized data sources

Observations made by human beings need to be written down to be made explicit. Sen-
sors and Video and Audio recordings make it possible to externally store and exchange in-
formation. Storage used to be expensive and usually human interaction was needed to ex-
tract valuable information (e.g. video analysis). The written documentation of observations 
can be regarded as a first step to enable a generalized and objectified way of information  
exchange between individuals. Digitized sensors's data, however, can be processed and 
analysed digitally (see below) which is much easier and cheaper to store, process and an-
alyse as we will discuss in the following. An illustrative example of how exhaustive and ex-
pansive the detailed documentation of people's activities and behaviour was, is the com-
parison recently drawn  between digital data the NSA stored with the amounts of files the 
Stasi produced. The comparability is questionable but it is interesting that the print out of  
all the data captured by the NSA would need a filing cabinet nearly as big as the USA.  
(See figure 1)

The example also shows the efforts needed to collect data. While the Stasi needed to in-
stall  microphones, hire staff to monitor and document people to gain information about  

2 These diverse ways of communication are often centralized in online platforms provided by big companies like 
Facebook and Google. Specifically Facebook is a great example for an online platform providing diverse kinds of 
online interaction in one user interface: Messages can be sent as Instant Messages (Chat) or as a kind of e-mail. 
Pictures can be shared, Status Messages are an equivalent of micro-blogging. The centralization of different 
communication channels makes the data easier accessible because all the information is maintained by one 
company. Consequently a broader data set can be used for consumer profiling.

3 Of course use of such data may be limited through the providers' terms of services which have to be agreed by their 
users. But often these agreements are very long, hard to understand and accepted without reading – as the TOSDR 
project (“Terms of service – didn't read”) puts it: “'I have read and agree to the Terms' is the biggest lie on the web.” 
see http://tosdr.org [accessed July 2013]
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their habits, attitudes and social networks, in a 
digitized world a lot of that information is stored 
on (service providers') servers and can be ac-
cessed by request. To use a less dark scenario, 
let us think of rebate marketing which – in pre-
digital times – enabled companies to collect a 
broad  range  of  information  about  consumers' 
interests and activities (and the terms of service 
allowed them to use the data in the way they 
wanted to). But with computer mediated infor-
mation streams the scope and granularity of in-
formation is massively amplified and data can 
more effectively be used to optimize webpages, 
advertisements and product offers, or to select 
the information provided to a consumer.

For collecting consumer information logging data and user generated content are used. 
Notably the user is not necessarily aware that logging data exists and can be collected. 
Web browsers submit a lot of information about the current “session” and every request 
contains information about the current user: pages visited, durations of visits, which links 
were followed and using “cookies”4, information can be maintained and reused over longer 
period.5 Even IP-Numbers can be identified and collected to monitor surfing habits.6 IPs 
are unique numbers assigned by the Internet Service Provider who can use them to iden-
tify every single household. (cf. Leenesand Koops 2005, 332f).

A crucial role for building profiles about individuals plays user generated content, which is  
a great innovation in information retrieval. In Online Social Networks (OSN) people provide  
information about their interests, friends, and much more, information formerly was not 
easy to get. One comfortable way to get access to this information are companies offering 
a login via established OSNs. The user can easily register without creating a new account 
while the company can acquire various information from his preferred social network plat -
form.7

2.2. Processing

As outlined above information is increasingly digitized and thus becomes easy to store, ac-
cess and analyse. We will go through some basic aspects of data processing such as data 
management, exchange and database coupling, data preprocessing and discuss the so-
cio-technical implications of these methods.

i. Data management: Databases and tables

The  large  buildings  containing  big  archives  are  replaced  by  server  farms  with  huge 
amounts of computing power and digital storage. Digital or digitized data is usually stored 
in digital databases consisting of tables. These databases can be accessed via digital net-

4 Small files which are managed by the websites and used to write and read information browser.
5 Some of the informations are gained by intentionally generating logging data. For instance “tracking pixels” 

generate a HTTP-request to special servers which are logging these HTTP requests.
6 Usually the IP(v4) number changes from time to time due to number scarcity, but a new generation of IP numbers is 

in preparation which would make it possible to identify every single device (IPv6). See 
https://en.wikipedia.org/wiki/IPv6 for more information

7 See for instance http://janrain.com to learn how so-called social logins through established online social networks 
enable thrid party service providers to access personal information from its clients' preferred online social network.
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works, thus every access can be made from a desktop through network cables. Cost of 
storage and access has become very low (comparing to analog archives) and efforts in 
time and space necessary to maintain and access information have reduced dramatically.

Moreover the organization of data is much more efficient. Data is usually fed into data-
bases consisting of tables where data records are represented in rows enriched with a 
number of attributes. In the process of optimization redundancies are reduced by splitting 
tables in small tables representing subsets of relations, which can be re-linked by request. 8 
To keep the data re-linkable it is vital to have unique identifiers (UIDs) for any records.

ii. Data exchange

Digital  data bases and automated data processing enable the distribution of data on a 
large scale to a comparatively low price, e.g. instead of hard-copying loads of paper pages 
or carrying files, a whole archive can be stored on a USB stick or just remotely down-
loaded on Hard-Disk. The Internet as a global digital infrastructure makes it easy to ex-
change and widely distribute data in short time at low cost. This enables data controllers to 
easily exchange data and to integrate data collected in different contexts into new data 
bases for automated data analysis and knowledge construction. 

iii. Database coupling

If databases contain overlapping information, more specifically if for some records of one 
database attributes from another database can be derived, the information can be put to-
gether – a process called database coupling and a crucial tool for data mining. With data 
base coupling the number of relations between data grows significantly. A difficulty is to  
correctly link the corresponding  data sets (rows in the table), because a common identifier 
needs to be found. Usually the UIDs differ between databases, or values which are suit -
able to be used as a UID are stored in a different format and need to be converted first.  
For example it is not a trivial task to combine a database of students with a database of 
student jobs, if in the first UID is the student registration number and in the second the so-
cial security number. Given the fact that both informations are exclusively in the original 
data base, matching the names might be the only way to link the corresponding data rows 
by name. It may be difficult to match different conventions of representing the name: for in-
stance if surnames shortened or not and if surnames are noted before or after the sur-
name, if separators are comma or period, where second surnames and prefixes are put, 
etc. (Calders and Custers 2013, 31)

iv. Data preprocessing

Before data can efficiently be processed for analysis, data needs to be prepared and re-
fined. Missing values must be substituted with valid values (Missing value imputation). De-
pending on the data it can be useful to divide values into non overlapping ranges (dis -
cretization)  or  to  reduce  dimensionality  through  summarizing  attributes  into  groups. 
(Calders and Custers 2013, 39) New features can be extracted or constructed from data 
by derivation from existing values.  (e.g.  age can be derived from someone's birthday) 
(Canhoto and Backhouse 2008)

8 See for instance https://en.wikipedia.org/wiki/Database_normalization
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v. Enhanced capabilities of digital data generation and processing 

It becomes clear that the man-
agement  and  processing  of 
data  changes  substantially 
through  digitization.  Storage 
and access of data is becom-
ing independent from time and 
space. Accordingly it becomes 
much easier for institutions to 
exchange data.  In pre-digital 
times data was stored in docu-
ments  and  tape  recordings, 
which were stored in huge ar-
chives.  Every access needed 
to  be  made  physical,  i.e. 
someone had to go into the ar-
chive and get the file. Accord-
ingly  storage  as  well  as  ac-
cess  was  expensive.  Thus  it 
had to be considered well if or 
not to store or to access a file. 
More specifically the scope and extent of data retrieval and analysis has changed through 
this technological shift. At the same time it becomes more opaque how data is exchanged 
and thus how it is used and by whom. Also through data base coupling data of different ar -
eas can be linked to generate substantially new knowledge about individuals. Many per-
sonal data is unproblematic as a single data but becomes interesting – or confidential – 
when linked with other kinds of data.

Customers often cannot overlook the extent of “third party use” but are asked to agree with 
the dozens-of-pages terms of services , Data is shared between different local police de-
partments,  international  institutions9 up  to  transatlantic  exchange  between  secret  ser-
vices10, which  is hard to grasp. Thes are just to examples how digitized data generation 
and processing decouple data from its local origin and its originally intended use. Data can 
easily be reused without users realizing which kind of data is collected and how it is used. 
Moreover new ways of analysis and interpretation generate new unforeseen (and for most 
citizen unimaginable) kinds of knowledge (cf. Hildebrandt 2009).

3. Socio-technical implications of digitized data 
analysis and interpretation

Data  analysis  and interpretation  are  key tools  for  profiling.  Once data  is  digitally  pro-
cessed, it is a logical consequence that data is also analysed more and more automati-
cally. Data is produced and stored on a large scale which implies problems of scalability. 
Humans alone cannot cope with the amount of data and even computer resources be-

9 e.g. on the European level: Occhipinti 2003; cf. De Hert and Gutwirth 2006; Hempel, Carius, and Ilten 2009, in 
USA data fusion centers were installed to gather information not only from government but also from private 
sources, see Monahan 2009)

10 As currently debated in the context of prism, see for instance http://www.tagesschau.de/inland/nsa-skandal100.html, 
http://www.spiegel.de/international/world/spiegel-reveals-cooperation-between-nsa-and-german-bnd-a-909954.html 
[both accessed 08/01/13]
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come limited. It is a challenge how to select subsets of data and how to optimize algo-
rithms to produce outcomes in a reasonable amount of time. (Calders and Custers 2013,  
31) Han and Kamber (2006) define data mining as “automated or convenient extraction of  
patterns representing knowledge implicitly stored or catchable in large databases, data 
warehouses, the Web, other massive information repositories or data streams”. The “need 
for data mining [is] motivated by the challenges posed by the huge amounts of data avail-
able” (Calders and Custers 2013, 41)11 

As will be shown, the data mining technologies support a shift to probabilistic and predic-
tive approaches interpretation of data which fosters a changing understanding of profiling.  
This tendency is reflected in the term Knowledge Discovery in Databases (KDD) – often 
synonymously used for Data Mining: generated knowledge is not only generated but unin-
tentionally “discovered” in data bases. 

Data mining mainly consists of algorithms which are constructed or trained to find patterns 
in the data. Some basic data mining techniques will be outlined in this section to provide  
an understanding of how data mining basically works. Afterwards the ramifications for in-
terpretation of  data will  be discussed.  Finally CRISP-DM12,  a  generic  Data Mining ap-
proach will  be revisited to  illustrate how an exemplary Data Mining procedure is  con-
ducted.

3.1. Digital data analysis – basic data mining techniques

Clustering is used “to assign objects to groups or classes on the basis of criteria that can 
be adjusted on the basis of theory and experience. While classification into categories or  
groups may be the ultimate goal of these analytical efforts, a preliminary  stage in the 
process may emphasize the discovery of patterns of association , or covariation”. (Gandy 
Jr 2006, 368) There are many other Data Mining algorithms, but most of them are based 
on one of the three types described in this section (Calders and Custers 2013, 32)13

i. Pattern mining

The purpose of this method is to find patterns – or relationships – in the data, which de-
scribe data or predict attributes. E.g. a regression analysis tries to find a mathematical 
function that describes points in the system of coordinates, correlation coefficients can 
then be used to measure how the functions represent the data. The computed pattern vi -
sualizes the data and can help to estimate future developments or to identify irregularities. 
In Data Mining, often the quality is not measured based on how the patterns together rep-
resent the complete dataset, but how surprising the patterns are, i.e. diverging from the 
global structure of the data. (Calders and Custers 2013, 31)

Like clustering, pattern mining is an unsupervised technique, that means algorithms are 
trained automatically, without human supervision, and no targets (labels) need to be previ-
ously defined. (Calders & Žliobaitė, 2013, p. 48)

ii. Clustering

Clustering does not need a pre-definition of classified examples and is thus – like pattern 
mining – a non supervised technique. (Oracle, 2008, Chapter 7) It is mainly used to iden-

11 Note that this technical view stands in contrast to Lyon's statement that it is not merely because of the capabilities 
but due to an increasing number of perceived risks and the desire to manage populations, cited in section 4.

12 Cross Industry Standard Process for Data Mining
13 A more detailed description of Data Mining algorithms can be found in Bernhard Anrig et al. (2008).
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tify and describe groups through grouping similar sets of attributes. Specific types of clus-
tering are partitional clustering – which generates disjoint groups – and hierarchical clus-
tering – which builds a complete taxonomy. Because it does not need human interaction it 
is suitable for exploring data and to establish classes or groups which can be used for  
classification (Oracle 2013). At the same time it identifies/detects outliers – objects that are 
unlike many other objects (i.e. which do not belong to a large cluster, or forming a cluster  
themselves) and which can thus be interesting for further analysis. (Calders and Custers 
2013, 35)

iii. Classification

Classification is a method to order data into predefined classes on the basis of their simi-
larity (Bailey 1994). Classes need to be exhaustive and mutually exclusive, for that the 
boundary between classes is clearly defined and each object is classified in one of the 
classes. The classification is a supervised method, the algorithm needs to be trained to re-
fine the selection mechanism. Different algorithms can be used to find different relation-
ships in the data which are summarized in a model. (Oracle 2013, chap. 5)

3.2. Changing focus, changing facts? Ramifications of digital data 
analysis

In this section, we will be arguing that the increasing degree of automation in analysis pro-
cedures leads to changing perspectives on the objects of analysis. 

Long before the process of analysis and interpretation, even the request of analog files for 
a data analyst – be it a marketing specialist or a policewoman – can be considered as to-
tally different from accessing digital data. As argued above the cost and effort to get ana-
log files on a desk is substantially different from downloading digital files on a PC desktop.  
The contents of the folders differ, since there are things which are easier to be put in ana-
log files and other information is easier to be produced digitally. Thus the availability of cer -
tain kinds of data changes. Third, the access on the data at the desktop is very different.  
Analog folders can be touched and felt, digital files are browsed on a screen or can even 
be searched by keywords. Consequently the way of reasoning changes: more interaction 
of the analyst is oriented towards computer interfaces and thus influenced by the way user 
interfaces are designed, informations are presented and how searches can be conducted. 

Nowadays big amounts of data are produced and made available and the availability leads 
to a need to use the data. Data mining is the preferred approach for analysing big amounts 
of data, but its methods focus on pattern matching and are thus discovery driven in con-
trast to statistical hypothesis building and testing. Accordingly the (preceding) reasoning 
about causes and relations is replaced by the need to interpret outcomes which were gen-
erated partially automatic.

Reconsidering Han and Kamber's (2006) previously cited definition of data mining as “au-
tomated or convenient extraction of patterns representing knowledge implicitly stored or 
catchable in large databases”, it is important to note that “automatic extraction” indicates 
the changing role of human actors: learning algorithms are trained on specific data sets to  
build categories or to find patterns in the data. Previously made assumptions or hypothe-
ses about the issue itself play a minor role, hypotheses are rather derived from the mate-
rial. At the same time implicit assumptions may lead the actors when defining the training 
data,  selecting  and  preprocessing  target  data  and  choosing  suitable  algorithms.  Also,  
search algorithms can be implemented differently and different sets of algorithms can be 

10



offered to a user of a software program (thus interfaces play a role in constructing the out-
comes). This considerably leads the search and influences the process of reasoning and 
finally the outcomes.

Consequently we can claim that there is a development from hypothesis checking to pat-
tern mining in data analysis approaches. This strengthens a predictive focus of the obser-
vation. Subjective assumptions become hidden into the technology in the process of au-
tomatization while outcomes based on  models which are computed on the basis of data-
bases are often perceived as solid statistics and thus more objective than models con-
structed by humans. (Calders & Žliobaitė, 2013) This perception as objectified knowledge 
of computer generated models supports the thesis of hardening function of technologies in  
general and more specifically the thesis that social sorting becomes strengthened if medi-
ated through technology. (Lianos and Douglas 2000; van Brakel and De Hert 2011)

3.3. Excursus: Steps and tasks of an idealized Data Mining process – 
the CRISP approach

The CRISP (Cross Industry Standard Process for Data Mining) Data Mining approach is 
conceived as a reference model and a user guide for data mining which shall help data an-
alysts  to  take into  account  fundamental  as well  as crucial  aspects in  the data mining 
process. It was developed in March 1999 by the CRISP-DM consortium14 with funding from 
the European Commission's Framing Programme 415. Gasson and Browne  (2008) state 
that such best practice models are important  to “enable a reasonable level of assurance 
that the involved, complex and esoteric data mining process will ultimately render useful,  
repeatable and, most importantly, valid results.” They stress that it is vital to keep in mind 
that profiling is merely an “attempt to deal  with the diversity and complexity of  reality,  
through categorisation” – it is never an exact science but an approximation. 

The CRISP-DM model is thus helpful to foster reflexivity in the data mining process to re-
duce the gap between customers' expectations and realistic possibilities of data mining 
analysis. The guide helps to avoid overlooking important steps and to make the whole data 
mining process accountable. The CRISP approach separates the data mining process into 
six phases.(Chapman et al., 2000)

The first phase called “Business understanding“ is mainly to get an understanding of the 
problems addressed and the goals that should be achieved taking into account the con-
crete business context, the resources, and the restrictions of the data mining endeavour. It  
can thus be seen as the initial translation of a business goal to a data analysis design.

The second phase “Data understanding” aims on getting familiar with the data to make 
sure that the data available is useful for the objectives and the data quality is sufficient.

“Data preparation” is necessary before any modeling procedure because each tool and 
method has its specific preconditions of data formats and data structures. Moreover rele-
vant data for the respective analysis and the particular tool need to be selected, if neces-
sary data sets need to be merged to get a richer data set etc. This step is likely to be per-
formed multiple times, especially if several models are envisaged.

In the “Modeling” phase the concrete modeling techniques are chosen and the parame-
ters are calibrated. Before the model building process, a test procedure should be gener-

14 The consortium included NCR Systems Engineering Copenhagen (USA and Denmark), DaimlerChrysler AG 
(Germany), Integral Solutions – later SPSS Inc. (USA, and OHRA Verzekeringen en Bank Groep B.V. (The 
Netherlands)

15 http://www.cordis.europa.eu/search/index.cfm?fuseaction=proj.document&PJ_RCN=2923980
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ated to measure the quality and validity of the model. Eventually the selection and configu-
ration of data, techniques, and parameters need to be adjusted. After the model building  
processes are conducted, the success of the modeling and discovery techniques is as-
sessed.

The “Evaluation” phase goes beyond the assessment of accuracy and generality of the 
model, but evaluates if the model meets the business objectives or if there are deficien-
cies. If possible the model can be tested in a “real application” context. If applicable, other 
data mining results which are related to the respective data mining project are taken into 
account in the evaluation. Finally a thorough review is useful to check if any important fac-
tor has been overlooked. If necessary the steps above are repeated to validate or improve 
the outcomes.

In the “Deployment” phase, the knowledge gained is organized and presented in a way 
the customer can use it. Possibly the procedures are generalized for future uses, some-
times a “live”-model needs to be generated which can be used for real-time analysis.

4. The changing notion of profiling
The digitization of sensors and the generation of data through logs and user engagement  
leads to a big amount of data which is available for digital processing and analysis. The 
amount of data available necessitates digital processing and an increased degree of auto-
mation to cope with the complexities of data management. At the same time data is more 
and more regarded as a resource that can be “mined”, knowledge can be “discovered” in 
the grounds of Big Data: Frawley et al. (1992) describe data mining as the “nontrivial ex-
traction of implicit, previously unknown and potentially useful information from data”. With 
the changing capabilities of  computers and the availability of  data in  searchable data-
bases, the understanding and purpose of profiling has changed. Profiles can be seen as  
hypotheses. The hypotheses are not necessarily developed on the basis of a theory or a  
common sense expectation, but often emerge in the process of data mining. This can be 
regarded as a shift from more traditional assumption-driven approach to a discovery-driven 
approach. (Hildebrandt, 2008)This is not merely because of the new capabilities; as Lyon 
(2003, p. 20) argues, a central role play the increasing number of perceived risks and the 
desire to manage populations. 

The use of profiling has developed from a case based deductive approach, which aims at  
developing characteristics that are incident specific, to an inductive generalizing proce-
dure, deriving characteristics from criminal populations to follow pre-emptive and predictive 
strategies, for instance to find individuals that are most likely to commit crime. (van Brakel 
& De Hert, 2011) Clarke  (1988) introduces the term Dataveillance and distinguishes be-
tween Personal Dataveillance, which focuses on identified individuals, and Mass Dataveil -
lance, which implies a generalized suspicion. This means that data is more and more col-
lected despite any suspicion in order to mine the data afterwards and find individuals “in 
need of attention” (ibid., 502).  

The increasing automation of profiling is reflected in the terms machine profiling and auto-
mated profiling.16 These sorts of profiling are based on data which is already stored. Raw 
data is generated through recording events and actions or the correspondent data. Data is 
translated into knowledge through interpretation. It is important to keep in mind that this 

16 For a more detailed discussion of different definitions of profiling and the discourses about profiling see the 
PROFILING project's Working Paper “Defining Profiling”, (Valeria Ferraris, Francesca Bosco, Gillian Cafiero, 
Elena D’Angelo, & Y. Suloyeva, 2013)
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knowledge is not a knowledge of assured facts but a interpretation derived from data sets. 
Consequently changing data can quickly change the interpretation and thus the facts. Data 
bases need to be stored in a form where new interpretations can quickly be regenerated 
instead of storing variable facts. (M.Hildebrandt et al., 2005)

The manual analysis and interpretation of e.g. behavioural data and the classification of 
data subjects is getting replaced by highly automated computer processing, which is justi-
fied by increased amounts of data and the desideratum to reduce cost by increasing effi -
ciency. (Canhoto & Backhouse, 2008) Automated profiling can be regarded as a powerful 
tool, “but there are consequences for using it inappropriately or for drawing ill-informed 
conclusions from it, and these issues serve to fan the flames of the technophobes.” (Gas-
son & Browne, 2008) But it is not only technophobes who criticisize actuarial methods. As 
stated in the introduction of this paper from the very beginning of computers critics warned 
of a generalization of technical rationality – especially because technology is too often un-
derstood as being neutral. Recently Ben Harcourt warned in his book “Against prediction”  
that actuarial methods in criminal law serve only to accentuate the ideological dimensions 
of the criminal law. (Harcourt, 2008, pp. 190–191; cited in Sapir, 2008, p. 261)
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5. Current developments
In this section we will introduce some current applications of profiling, mainly in the secu-
rity sector. This will give some practical examples of how automated profiling is actually 
used. Afterwards two ambitious research projects developing profiling techniques and ap-
plications at European level are revisited to give an impression of what is currently envi-
sioned how profiling could be used in the future. Additional examples are given in the re-
lated PROFILING projects'  working paper “Defining Profiling”.  (Ferraris, Bosco, Cafiero, 
D’Angelo, & Suloyeva, 2013)

5.1. Practicing profiling – Examples of current applications of profiling 
technologies

The examples provided here are mainly focused on applications in the field of security 
and law enforcement, because data which is used for manifold services in the end can be 
easily accessed by governmental authorities as the current PRISM scandal shows. More-
over if it comes to fundamental rights concerns, for a democratic constitution of a society it  
is crucial to limit the governmental control over citizens' democratic engagement and activ-
ities which are increasingly mediated over the Internet which is a leading source of data – 
also for security services. Finally we will also shortly revisit profiling capabilities and prac-
tices over the Internet.

i. Centralization and  interplay of private actors and governmental access 

Data is collected for various reasons through private companies in the first place. Data col-
lection  can  serve  the  optimization  of  advertisments,  risk  assessments  for  invoicing  or 
granting loans. Data is also necessarily generated in technical processes like telecommu-
nication systems and is vital for these systems to work and to track and solve problems. 
Additional information is produced voluntarily by individuals to shape identities and ex-
change informations, what is often referred to as social software or Online Social Networks 
(OSN). The possibilities of data usage and analysis – and thus power over the individuals 
– grow with the access to a broad range of data. In the beginning the various kinds of data 
are usually spread over diverse companies and service providers. Accordingly data about 
individuals is only available in parts. However companies are often enabled to exchange 
information to get a more complete picture of their customers. Moreover some big compa-
nies might already have a very broad data basis, most prominently Google could poten-
tially monitor from search terms over Mail and Scheduler informations up to web browsing 
habits and even location data from android devices. Finally data stored once, can be easily 
accessed by governmental authorities  (cf. Gandy Jr, 2006; Soghoian, 2011). It was re-
ported that those possibilites exposed political activists in serious trouble, for instance dur-
ing the “arab spring”, but also the revelations about the USA's National Security Agency 
activities (PRISM) illustrated the extent to which individuals can be monitored. (see for in-
stance Reporters Without Borders, 2012) 

ii. Collaborative filtering

The ever increasing availability of information in the Internet makes filters necessary which 
can select the information relevant to its users. One filter-technique is collaborative filter -
ing, also known as social filtering. Basic for that approach is the assumption that there are 
specific patterns and trends regarding the interests and tastes of persons and groups. Col-
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laborative filtering collects an individual's information and product preferences and com-
pares these to other individuals' preferences to provide more information to the respective 
user – based on the preferences of similar users. Unsolved problems of that approach in -
clude predictions which are based on wrong former decisions of users, the time exposure 
of user rating, wrong ratings and the need of a initial data set to enable effective outcomes.

The techniques of collaborative filtering existed before the World Wide Web through com-
munication tools like the USENET and e-mail. With the increasing relevance of the WWW 
and the increasing availability of information, this technique was adopted in order to enable 
users to cope with the big amounts of information. Early examples were Mosaic, Firefly,  
Yahoo!, Point's Top 5%, PHOAKS und Fab; the most prominent might be today Amazon. 
Firefly even granted the users special options to control their data. The next step in collab-
orative filtering could be OpenFolders, a tool which compares which files users store on 
their computer desktop and how they use these files to derive patterns of relevance for  
generic computer files.17

iii. Cell phone monitoring

Funkzellenabfrage (GSM localization query/ query of  radio cells) The GSM network is 
divided in cells and each cell has its own mast. Cell phones always register to the closest 
cell mast, what makes any cell phone easy to locate. For investigation purposes, the police 
can collect and analyse this data to find out which persons were near a specific location 
during  a  specified  time.  For  example,  in  Dresden,  Germany,  138,630  data  signals  of 
65,645 cell phones were collected and analysed for further investigation during a protest  
march against neo-Nazism in February 2011 (Sächsisches Staatsministeriums, 2011). The 
fact that not only the data of suspicious persons, but all cell phones in the area were part  
of the query was highly debated because of proportionality concerns of data protection 
proponents. (Ibid.). 

IMSI-Catcher – IMSI stands for “International Mobile Subscriber Identity” – is a technology 
that pretends to be a cell mast. It forces cell phones to connect with them instead of the 
regular cell mast. IMSI-Catcher collect IMSI and International Mobile Equipment Identity 
numbers (IMEI) of cell phones in range. With multiple measurements it is possible to spot  
the location of a specific person more exactly than analysing the data from an entire radio 
cell. Some IMSI-catcher have the possibility to force a cell phone to drop its encryption and 
even listen to phone calls and read text messages – if an encryption is used, what is not 
standard in every country.(Fox, 2002; Harnisch & Pohlmann, 2009). Activists report that 
this technology is used by police on protests.18 

iv. No-fly, Selectee lists and Trusted Traveller programs

The best known watch lists and trusted traveller programs are constituted by the United 
States of America.  The Terrorist Screening Centre was established under the US Home-
land Security Presidential Directive 6 in 2003 in reaction to 9/11. Its main objective is to 
maintain the Terrorist Screening Database. It is created to have a single database of iden-
tifying people known or suspected of being involved in terrorist activities. Informations are  
collected  and  analysed  from  global  sources  on  international  threats  (Krouse  &  Elias, 
2009). The Terrorist Screening Database is used to compile the No-fly and Selectee lists 
(FBI, 2013). Individuals on the No-fly list “are considered a direct threat to U.S. civil avia-
tion” (Krouse & Elias, 2009). The Transportation Security Administration collects the name, 

17 See: http://www.moyak.com/papers/collaborative-filtering.html
18 Cf. “Your Phone May Not Be Safe at Protests.” http://privacysos.org/node/737 [accessed March 2013]
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date of birth and gender of people who want to fly into, out of, within and over the conti -
nental United States for their Secure Flight program. Its main task is to identify high-risk 
passengers for appropriate security measures and prevent individuals on the No-fly list 
from boarding  an aircraft,  whereas low-risk  passengers  can be sort  out  for  expedited 
screening.

Expedited screening for trusted travellers is possible for members of Global Entry, NEXUS 
and Secure Electronic Network for Travelers Rapid Inspection (SENTRI). To participate at 
the Global Entry program, a background check and an interview is mandatory, biometric 
informations, e.g., fingerprints, and a photo are taken19. Individuals who have been con-
victed of any criminal offence, who are subject of an ongoing investigation or cannot sat -
isfy the U.S. Customs and Border Protection (CBO) are not allowed to participate 20. The 
Transportation  Security  Administration  incorporates  random  appropriate  screening21. 
NEXUS is a trusted traveller program under similar conditions as Global Entry and is open 
for Canadian and US citizens. It allows participants a quicker entry to both Canada and the 
US when travelling between both states. (Canada Border Services Agency, 2012) SENTRI 
is a program for trusted travelling between the US and Mexico and is based on similar con-
ditions. (CBP.gov, 2012)

v. Profiling database of violent hooligans in Germany

In 1994 German police created a database to coordinate nationwide preventive measures 
against football fans who are willing to resort to violence. The database includes about  
15.000 individuals from Germany and other foreign countries. The database contains the 
data of individuals who are convicted or suspected for commission of a crime in connec-
tion to a sports event. Data is collected in Germany and foreign countries. Individuals are 
mostly banned from stadiums and are not allowed to approach a specified radius around 
the stadiums. During a sports event in a foreign country, these individuals are most likely 
not allowed to travel to the concerning country. The data includes personal information, 
stadium bans, the individual's favorite football  club and exercised preventive measures 
(Polizei Nordrhein-Westfalen, n.d.). 

In connection with the G8 summit 2007 in Germany, several politicians demanded a Eu-
rope-wide database to include left-wing autonomists, based on the model of the violent 
hooligan database (sueddeutsche.de, 2010). 

vi. Web user profiling

There are several methods to reconstruct the session of a web user, such as log file analy-
sis, session tracking, user and multi-server user tracking. One common method is log file  
analysis. Every time a user requests data from a server, several information will be sent to 
the server and stored in a log file. This data includes IP address of the user, requested  
data, HTTP-Header, user agent, operating system, the previously visited page (URL-refer-
rer), return value (if the requested document is found or not) and size of the information.(E. 
Benoist, 2005) Usually this information is used to calculate statistics which can be used to 
advertisement optimization by generating user profiles. (Mattioli, 2012)

Cookies are information sent by the server and stored on the computer of the user. The 
cookie is usually set when the user visits a web site for the first time. During future website  

19 http://www.globalentry.gov/howtoapply.html
20 http://www.globalentry.gov/eligibility.html
21 http://www.tsa.gov/tsa-pre%E2%9C%93%E2%84%A2/tsa-pre%E2%9C%93%E2%84%A2-faqs
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visits, the server can retrieve information about former visits from the cookie and update 
the information stored in the cookie – if the user does not actively prevent it. Accordingly 
cookies facilitate the creation of individualized user profiles. (E. Benoist, 2005) Other meth-
ods to track user behaviour and build profiles are tracking pixels, java-script in general, 
HTTP-Request IDs (Inserting IDs in URLs) and browser fingerprints22. To a certain extent 
also IP addresses can be used for tracking online sessions. (ebd.)

Cookies are not only used to track the session on a single web page, beyond that they 
provide possibilities to track the whole online sessions of users, logging the surfing behav-
iour over different web pages, called multi-server tracking. An element, e.g. a picture of a  
web page can be stored on a third-party server that is different from the server the original 
web page is hosted on. When the user requests a file from the web page, there is also a  
request to the server with the mentioned element and therefore, two different cookies with 
two different user IDs are assigned for the user. This element or several elements belong-
ing to the same server can be displayed on various web pages on other servers. This in-
formation are fundamental for generating personalised and group profiles (ebd.) which is 
also the ground for targeted advertising (Toubiana et al., 2010) 

vii. IATA Checkpoint of the future

The Checkpoint of the Future describes the vision of an airport and aviation security pro-
gram developed by the International Air Transport Association (IATA). In contrast to the 
current “one-size-fits-all” security screening, the endeavour focuses on a risk based ap-
proach with based on future profiling technologies. The major goals of the program are 
“strengthened security, increased operational efficiency and improved passenger experi-
ence. (IATA, 2012) 

Risk assessments base on the assumption that the majority of travellers are of a lower 
risk. The assessments are made by using travel data like Passenger Name Records, Ad-
vanced Passenger Information and information from Known Traveller  programs. These 
measures include a wide range of data and inputs from national and international agen-
cies. Additional behavioural analysis is conducted. For direct questioning and behavioural  
observation it is envisaged to engage specialists. Automated behaviour detection and be-
havioural characteristic observation on the entire airport is planned to be supported up 
from 2017. Factors taken into account for risk assessments are type of flight (business or  
tourism), traveller type, passenger data and traveller program membership. Preceding to 
be accepted for a traveller program, measures like backup checks,  associated passen-
gers, checks against several watch lists (e.g. No-fly lists) and behavioural analysis are 
obligatory. (IATA, 2012)

5.2. Two exemplary scientific projects Research projects

Out of a variety of EU research projects, we selected two projects, which have a extraordi -
nary futuristic focus of Big Data profiling: the INDECT and VIRTUOSO project. The IN-
DECT project has been strongly debated because of its ambitious plans of behavioural  
prediction and the linkage of various kinds of data sources. The second, VIRTUOSO, in-
tends to provide a tool for using a broad range of so called “Open Source Data”, i.e. data  
available in the Internet.23

22 See :https://panopticlick.eff.org/ for more information about browser identification possibilites.
23 This term has also repeatedly used during the European Police Congress in Berlin, February 19 & 20, 

http://www.european-police.eu/
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i. INDECT

INDECT is a research project, involving European scientists and researchers, it was initi -
ated by the Polish Platform for Homeland Security. The consortium consists of several Eu-
ropean universities, surveillance technology companies, the Police Service of Northern Ire-
land and the Polish General Headquarters of Police24. The project started in 2009 and will 
end on December 31, 201325. Its main objective is “to develop advanced and innovative al-
gorithms for human decision support in combating terrorism and other criminal activities“26. 
INDECT is developing algorithms for automatic threat  detection,  recognition of serious 
criminal behaviour and recognise danger events. 

In the category Intelligent Monitoring for Threat Detection, the project develops novel algo-
rithms for automatic threat monitoring and detection. Therefore, “novel algorithms” to de-
tect dangerous events, based on automatic object detection, object classification, analysis  
of interactions between objects are developed (Cetnarowicz, Dąbrowski, Pleva, Juhar, & 
Ondas, 2012). Moreover algorithms for collecting and processing open source information, 
e. g. news reports, blogs and chats, and algorithms based for pattern mining to detect sus-
picious websites are developed (Klapaftis, Manandhar, & Pandey, 2009; Pandey & Dorosz, 
2012). Further algorithms are intended to apply machine learning on existing behavioural 
profiling methods, biometric and non-biometric, such as a novel algorithm for identifying 
sexual predatory conversations on public chatrooms  (Pandey, 2012). For that data from 
sources like chats, blogs and other social networks are collected and modified for further  
processing. Afterwards it is analysed to identify whether a conversations involve illegal ac-
tivity  or  not.  Natural  language  processing  tools  are  applied  to  extract  sentences  and 
named entities. To detect illegal behaviour discriminative behavioural profiling features are 
used.  Content  and stylistic  features  of  texts  and  authors  are  analysed,  based  on  the  
methodology of authorship profiling. For instance conversation partners' characteristics 
like age, habits, mental state etc. are derived. Relationship mining is a method based on 
pattern mining to automatically learn if there exist a relationships between entities, web-
sites and documents, to extract named entities and to constitute the relationship between 
those entities (Klapaftis, 2012).

INDECT develops digital watermarking and cryptographic algorithms what is conceived as 
Data and Privacy Protection tools. Digital watermarking is applied to conceal the identities 
of monitored persons or objects for the case that unauthorised persons get access to the 
data, cryptographic algorithms support a secure data transmission and storage. Accord-
ingly the project seems to use a very limited privacy notion which is mainly focused on 
data security but does not take into account general data protection principles. At least a 
user access management is intended with detailed logging of access (date, time and per -
son), the effectiveness will depend on the concrete implementation.27.

ii. VIRTUOSO

VIRTUOSO, Versatile InfoRmation Toolkit for end-Users oriented Open-Sources explOita-
tion, is a research project developing a toolkit for European Security stakeholders. The 
project duration is from May 1, 2010 to April 30, 2013. It is coordinated by the Commis-
sariat  à  l'Energie  Atomique (CEA)  in  France,  other  participants  include European and 

24 http://www.indect-project.eu/faq
25 http://cordis.europa.eu/search/index.cfm?

fuseaction=proj.document&PJ_LANG=EN&PJ_RCN=10374914&pid=15&q=FD8A9BBC079BD5FCECD584AD
BD3CE6A7&type=adv

26 http://www.indect-project.eu/
27 http://www.indect-project.eu/faq
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Swiss Universities and surveillance technology companies28. The project goals for the VIR-
TUOSO tool-kit are functionalities for extracting and exploiting “open source” information 
from the Internet for decision support. The components of the tool-kit are categorised in in-
frastructural  and functional  components.  Infrastructural  components  ensure  interactivity 
and collaboration of the functional elements, functional components are developed for find-
ing, selecting and acquiring “open source” information. The main functional components 
consist  of  “information  gathering  components  (acquisition),  information  extraction  and 
structuring  components  (processing),  knowledge  acquisition  components  (knowledge 
management),  decision  support  and  visualization  components”29.  The  project  defines 
“Open source data” as “sources that are freely available to the public,  i.e.,  information 
sources that have no access or other types of restrictions nor payment requirements.” 
(Koops, Cuijpers, & Schellekens, 2011)

A possible end-user scenario for the use of the VIRTUOSO platform envisaged is the de-
tection of illegal cross-border migration into the EU via Greece (ibid.). VIRTUOSO could be 
applied to collect and analyse information from websites, blogs, media, academia and to  
link these information with  components for facial  recognition and translation.  The data 
would then be added to the knowledge base and sent via email or sms to authorities in -
volved in preventing illegal cross-border migration.

In regard to privacy, ethical and legal aspects, the VIRTUOSO project refers to 'Code as 
Code' or 'Code as Law'. A concept aiming on translation of  regulations into the software of 
technology design. This approach is considered as effectively reducing the potential  of  
abuse of the VIRTUOSO tool-kit, because in software code the ways of use can be vari-
ously constrained. With this approach, developers acknowledge that not only the end-user 
is responsible for possible violations of ethical and human rights, but that it is also the task 
of technology designers to minimize the potential of such violations. (Ibid.)

6. Conclusion
We revisited the evolution of profiling technologies starting from the digitization of data and 
information exchange which leads to a growing availability of digital data. Especially the in-
creasing relevance of networked communication produces a new quality of data, because 
data is generated for administration purposes (logging data) or for interpersonal communi-
cation (user generated data) but is accessible for not-intended uses, most importantly for 
secondary data analysis. Accordingly nearly all interactions mediated through computers 
become at least traceable (metadata: e.g. who communicates with whom) if not accessible 
in more detail (content: e.g. what information is exchanged). Moreover digital data can be 
easily exchanged over computer networks and it has become difficult to keep control over 
data flows and to oversee which knowledge can be gained through the data one produces 
on a daily basis.

The availability of big amounts of data leads to an understanding of data as a resource 
which can be mined what is reflected in wording and the implementation of data analysis 
methods. For Knowledge Discovery and Data Mining key technologies used are pattern 
mining, classification and  clustering. These approaches imply that irregularities are to be 
found which strengthens societal  norms and the classification of  deviants,  and conse-
quently entails a changing generation of suspicion. At the same time the norms underlying 

28 http://cordis.europa.eu/search/index.cfm?
fuseaction=proj.document&PJ_LANG=EN&PJ_RCN=11316357&pid=42&q=FD8A9BBC079BD5FCECD584AD
BD3CE6A7&type=adv

29 http://www.virtuoso.eu/
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the analysis are increasingly incorporated in data mining tools and algorithms. The norms 
and leading values potentially are hidden into the technologies but are conceived as objec-
tified due to the neutral perception of technology and hard mathematics. Finally, this builds 
the ground for a changing understanding of profiling from assumption-driven to discovery-
driven data analysis.

Coming back to the introductory section about historic concerns about the power of emerg-
ing computer systems it becomes clear that the spread of computer based technologies 
lead to an increasing control over subjects through information. The ideas of overcoming 
human deficiencies are still relevant as well as the idea of a technology as a neutral objec-
tifiying tool.

The reduction of complexity through automated processing goes in line with a generation 
of complexity  through the scope of possibilities to gain knowledge and the number of ac-
tors involved in the usage of data. For citizens it has become hard to understand which  
data is produced, who has the means and rights to store it and in which ways it can be an -
alysed, more specifically what kind of knowledge can be derived from that data and how it  
affects future agency.

Beyond that, automated processing technologies imply intransparency. Human attitudes 
and assumptions, which always have been leading decision making, are translated into 
technology and become invisible and encapsulated in a conceived neutral objectivity of 
technology. Code as a new form of law (Hildebrandt, 2009; Lessig, 1999) regulates socio-
technically mediated societies,  and is  maintained by a self-proclaimed technocrat-elite. 
Leading principles of societies become inscribed in code, e.g. democratic racism becomes 
translated in to profiling algorithms (Tator & Frances, 2006) as well as privacy is translated 
into technology (Cavoukian, 2009)

Of course, other things potentially do become more visible through technology: risk proba-
bilities become computable, decisions based on data analysing algorithms become repro-
ducible, deviant behaviour becomes traceable. Inequalities manifest in indirect discrimina-
tion measures or discriminatory algorithms and receive renewed attention. Societal princi-
ples like just punishment (Harcourt, 2008) and  initial suspicion (Lianos & Douglas, 2000) 
are challenged.

Profiling technologies provide means of control which can be exercised for care and pro-
tection or coercion and repression. Control may be a necessary and inevitable function of  
social regulation, but it is vital to consider how to keep it democratic and empowering for 
citizen. (Monahan, 2010) 
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